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ESD and the OEM:

Changing Needs in
Industrial Control Systems

by VersaLogic Corp., Marketing Communications

Introduction

How much is your company losing to electrostatic dis-
charge (ESD) damage each year and what can you
do about it? If your company is a typical high tech
OEM, you may be losing tens to hundreds of thou-
sands of dollars annually to ESD, perhaps without
knowing either the cause or the total impact. It is often
hard for the management team of an OEM to allocate
the time and resources to track a problem such as
ESD control. ESD’s impact can be significant and may
include lower production yields, increased warranty
rework, higher inventory requirements, and lower cus-
tomer satisfaction. But the damage typically cannot be
seen, and the results are not always easy to attribute
or calculate. The ESD risk to the OEM can be finan-
cially significant, however, warranting close manage-
ment attention.

An OEM has more to lose to static discharge than a
component manufacturer, due to the size and cost of
finished assemblies (see chart 1). A component that
costs only $10 to replace and retest before shipment
could cost hundreds or thousands of dollars to repair
or replace in the field. For example, a manufacturer of
a complex million-dollar system tracked their ESD
losses with astounding results. When a small (under
$5) electronic part failed, the technician had to break
the seal on the system, pull the subassembly, and re-
place or repair it. Not including the cost of the part
that failed, the company’s cost to disassemble, repair,
retest and reassemble each system amounted to
$28,000 to $30,000.!

Even adecade ago when components were less com-
pact and vulnerable, the cost of ESD damage to the
electronics industry was estimated as running into the
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billions of dollars per year.> At that time, damage es-
timates did not include the full costs. Today we realize
that less than 5% of the total cost of ESD failure is the
device cost. When the associated costs of repair and
rework, shipping, labor, increased inventory to cover
projected product failure, paperwork, warranties, and
overhead are included, the real cost to the OEM of
inadequate static control becomes apparent. The cost
of customer satisfaction is also a significant issue. '

High tech companies lose at least 4 to 6% of annual
gross sales due to electrostatic discharge every year,
according to Stephen Halperin, president of the Elec-
trostatic Discharge Association. “I know of compa-
nies who are aware of ESD losses totaling 10% or
more of their gross sales - and that is only the losses
above which they had budgeted for,” notes Halperin.!

About ESD

Hundreds of times a day, ESD events occur below
the human sensitivity threshold of 3000 volts. With cir-
cuit boards and other delicate electronic components,
this rapid discharge of electrons to ground causes sig-
nificant and expensive damage. Devices vary signifi-
cantly in their sensitivity to ESD, but a mere 20 volt
event will damage many of the more complex compo-
nents. Even the action of picking a poly bag up from a
bench generates more than enough static electricity to
induce damage, as shown in chart 2.
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ESD damage risk has increased as technology ad-
vances and components become smaller and more
tightly spaced.? Unfortunately, electronics are becom-
ing increasingly sensitive to damage at lower voltage
levels and the costs of the damage are rising astro-
nomically. Practices that companies followed just five
years ago may be insufficient today to protect their
more sensitive products.

nent storage areas, assembly and packaging stations,
engineering and testing areas, and anywhere else that
products or components are handled or stored (see
chart 3).

Identify the sources of ESD. Non-conductive ma-
terials such as plastic parts, tape, cardboard and
Styrofoam are common culprits of ESD. High voltage
items like computer monitors also generate static

Effective Chart 4: ESD Causes and Solutions
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an ESD control pro-

gram with administrative and technical requirements.
The standard advises, “When handling devices sus-
ceptible to less than 100 volts HBM (Human Body
Model), more stringent ESD Control Program Tech-
nical Requirements may be required, including adjust-
ment of program Technical Element Recommended
Ranges.” In other words, it is up to the company itself
to define the level of ESD protection required and
develop acceptable minimum standards for control
devices.

Each static problem and work environment is unique.
Defining and addressing these unique needs is the goal
of a well-managed ESD control program. Different
procedures may be necessary in each area of the com-
pany where the product is handled. The process can
be broken down into the following steps.

Define the areas of sensitivity. Work areas re-
quiring ESD protection include product and compo-

example, a plastic in-
jection molding plant may have static levels high enough
to require an optical keyboard and mouse on each
computer to prevent ESD damage from occurring
through the cables. Absolute Maximum Voltage Rat-
ings of components, when known, are useful in deter-
mining which components require the most protection.

Chart 3: Typical Facility Areas
Requiring ESD Protection
* Shipping and receiving
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Devise protection methods. These include a com-
bination of signage, grounding systems, and charge gen-
eration control. A well-protected area may be one in
which grounding floor mats and work surface mats
are installed, protected areas are marked with tape,
and personnel wear wrist straps, heel straps and ESD
protective clothing. See chart 4 for additional static
protection solutions. Dry environments benefit from
installation of ionization and humidification systems to
reduce charge generation. ESD protection devices vary
in capability and the protective range should be
checked against the sensitivity of the products being
handled.

Maintain the system. Different ESD control devices
must be installed, used correctly and receive specific
maintenance. Many ESD devices lose effectiveness
over time. Periodic cleaning keeps the equipment and
devices working properly. Wrist straps, heel straps and
other personal grounding devices require testing and
occasional replacement. Periodic testing, either with
static locators or grounding test equipment, is essen-
tial to locating problematic conditions. The overall ef-
fectiveness of an ESD program is compromised by
lack of upkeep, and can result in oversights that cause
product damage.

A static charge meter can indicate the strength of the
whole program. If an area is found to have minimal
static charges, it is evidence of a working system. Prop-
erly functioning equipment relies on the support of a
well-trained and committed staff. To ensure protec-
tion of production floors, testing stations and other areas
takes planning, education, maintenance and testing.

Managing the System

The technical aspects of an ESD control program
fit within a broader scope of the managed pro-
gram. A complete program includes a plan, ESD
education, protective equipment, and system au-
dits. Establishing an ESD coordinator and ESD
teams help ensure an effective program. The team
approach allows for a variety of viewpoints, avail-
ability of expertise, representation of various de-
partments, and a commitment to success.
Research and consult with experts. Learn all
you can about preventing ESD damage at your
company. Check with industry groups such as the
ESD Association (Rome, NY) and IPC Associa-
tion (Northbrook, IL). Many engineering and con-
sulting companies also provide specialized exper-
tise. ESD safe product companies can provide
good advice, but be aware that they can be bi-
ased. As aresult, be sure to take your own mea-
surements. See chart 5 for some suggestions on
where to start your research.

Develop a plan. Your ESD Control Program Plan
should cover the scope of the program and in-
clude the tasks, activities and procedures neces-
sary to adequately protect the sensitive items. Pre-
pare and distribute written procedures and speci-
fications so that everyone has a clear understand-
ing of what to do.

Train and retrain your personnel, aiming to in-
still a mindset that ESD awareness is a valuable
ongoing effort. Make sure that the program is un-
derstandable, even to non-technical employees.
No ESD program will really work without the
complete participation of all staff.
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Enroll the manufacturing team in the program.
Make it their program, and delegate the responsibility
of auditing and maintenance. Quality management can
then verify records and conduct periodic compliance
audits. Delegating in this way not only minimizes the
drain on management resources, but also allows the
affected employees to take ownership in the process,
thus increasing employee participation and compliance.

Adequately protect products and work areas. Test
for static charge levels, distribute or install appropri-
ate protective equipment, and use signage to desig-
nate critical areas. Test, maintain and replace equip-
ment as necessary to ensure continued safety.

Test for Compliance. Audit your plan to verify that
the ESD control system is successful. Technological
changes will dictate improvements and modifications.
Provide feedback to management and employees.
Adjust company practices to keep the program on
track.

Conclusion

High ESD loss rates are due in part to the failure of
many OEMs to recognize static discharge problems
and the OEMs’ subsequent lack of adequate ESD
control programs. All electronics OEMs are suscep-
tible to ESD loss. Electrostatic discharge damage
reaches beyond the cost of the electronic component
or assembly itself. Associated problems include lower
production yields, increased warranty rework, higher
inventory requirements, and lower customer satisfac-
tion. Taking action on ESD has many benefits. A well-
implemented ESD plan pays handsomely in terms of
improved product quality, lower costs and happier
customers.
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